Network Switch Software Manual

Web User Interface
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Chapter 1 Introduction to the Manual
This manual details the configuration method of the functions of the switch software. Please
read this manual carefully before the operation,

1.1. Target readers
The target readers of this manual are those who understand or use the functions of this Web
light network management software.

1.2. Manual agreement

Show the Web interface and software functions.

Use- -> symbols to express the entry order of the menu, the first-level function menu- -> two-
level function menu- -> three-level function menu, among which, some functions have no two-
level and three-level function menu.

The <> sharp brackets that appear in the text indicate the button name, such as <app>, <app
ply>.

Special icons used in this manual are described as follows:

Description of the operation
Explain content, make the necessary
supplement and explanation.

Remind the precautions in the
& Notice operation, improper operation
may lead to data loss or
equipment damage.




Chapter 2 Introduction to Web light network management
functions

2.1. Functional profile
Our newly developed Web light network management switch function software, support a

variety of models. Provide VLAN, QoS, RSTP, SNMP, POE control, link aggregation and other
functions.

lr;la?g;nee Support Logo, interface panel, system information display

System |IP address setting, port settings, and user account

POE POE power port control

VLAN

QOS

IGMP

Link aggregation
Ring road protection
RSTP

Port mirror image
Port isolation
bandwidth control

Configure

Giant frame
MAC restrain
Green Ethernet
EEE

SNNP

MAC address
broadcast storm

Security

Monitor [Port statistics

Firmware upgrade
Configure backup
Tools Feset

Save

Reboot




Chapter 3 Log in to the web interface

3.1. Login

1. The switch has been started normally, and any port has been connected to the
management PC.

2. Management PC has installed at least one of the following browser: IE 8.0 or above,
the latest version of Chrome, 360 browser.

3. The IP address of the management PC has been set to the same network segment as
the switch port, namely 192.168.1.X (any integer from 2 to 254), and the subnet mask is
255.255.255.0.

4. In order to ensure a better experience of the display effect of the Web interface, it is
recommended to adjust the resolution of the display to 1,2,80,800 or more pixels.

5. Open the browser and enter the switch default management address in the address
bar http: / / 192.168.1.200 in the switch Web management interface.

6. The switch login page is shown in the figure below. Enter the user name and password
of the switch management account, and the factory default value is admin

Left navigation bar, this is the neutral software. The Logo is not shown. The upper right is the
model interface panel. The lower right is the basic information of the system.

Web Smart Switch

10

—System i




Chapter 4 System

4.1. System information
You can view the device system information and set the device model. In the navigation bar,

click: System- -> System Information

Web Smart Switch

System 9 10

SWITCH

POE

Configuration

DefaultModel
Sed y

il A 00:E0:4C:00:00:00
192.168.1.200

Monitoring
255.255.255.0

Tools 192.168.1.1
V5.7
2024/01/01
V1.0

explain:

Device model  [Display device model

MAC address Displays the M and the C address of the device

IP address Displays the Device Management TP address

subnet mask Displays the device subnet mask

gateway Displays the device's default gateway

Key version Displays the software version

Firmware date  |Displays the software version date

Hardware Displays the device hardware version

version




4.2. IP setting

Each device in the network has an IP address through which you can login the management
interface. Click on the navigation bar: System- -> IP Settings

SW'TCH Web Smart Switch

System

Information

IP Setting
User Account
Port Setting

POE

Configuration

Security
Monitoring

Tools

explain:

DHCP setting Select the DHCP feature on or off.

Disable: IP address, subnet mask and default gateway manually.

Enable: Select Enable, Exchange opportunities gets network parameters from the DHCP server.
IP Address sets the IP address of the device. The Subnet mask sets the subnet mask of the
device.

Default gateway sets the default gateway address of the device.

Click <Apply> System management IP, subnet mask, and gateway will be modified to the set
point,

4.3. User Account

You can modify the user name and password used during login. Click on the navigation bar:
System- -> User account

SW'TCH . - _ . . . Web Smart Switch

System 9 10

Information
User Account Setting

1P Setting

Use

Port Setting

POE

Configuration
Security

Monitoring

Tools




explain:

User name sets the user name of the login switch. The user name cannot be longer than 16
characters and can only use numbers, English letters and underscores.

The new password will reset the password for the login switch. The new password cannot be
longer than 16 characters and can only use numbers, English letters and underscores.
Consure the password is the same.

Note: Please refresh the page again after changing the password.

4.4. Port Setting

Port name, status, duplex speed, flow control can be modified here. Click on the navigation bar:
System- -> Port Settings

SWITC H Web Smart Switch

1 2 3 4 5 6 7 8

System 9 10

Information

—Port Setting
TP Setting

STATUS  SPEED_DUPLEX FLOW_CONTROL

User Account

Port 3
Port Setting Port 4
Port 5
POE Port 6 -

R — [ Apeiy ]

Security

Enable v | Auto ~| [off ~|

SPEED_DUPLEX FLOW_CONTROL

Monitoring STATUS

CONFIG ACTUAL CONFIG ACTUAL
Port 1 Enable AUTO 100MFULL OFF OFF

Tools

Port 2 Enable AUTO LINK_DOWN OFF OFF
Port 3 Enable AUTO LINK_DOWN OFF OFF
Port 4 Enable AUTO LINK_DOWN OFF OFF
Port 5 Enable AUTO LINK_DOWN OFF OFF

Port 6 Enable AUTO LINK_DOWN OFF OFF
Port 7 Emsble | AUTO | LINK_DOWN oFF | oOFF
Port § Enable AUTO | LINK_DOWN OFF OFF
Port9 Eaable AUTO | LINK_DOWN OFF OFF
Port 10 Enble | AUTO | LINK_DOWN orf | orr

explain:

The Name sets the port alias.

The port is open and closed. If the port is opened, the port can forward messages normally.
Speed / duplex is optional 10M / Half, 10M / Full, T00M / Half, 100M / Full, automatic. When
the mode selection is automatic, the rate and the duplex will be determined by negotiation
Stream control function, open and close, open the flow control function, can control and adjust
the forwarding rate of each port packet to avoid congestion. After changing the Settings, click
the port setting to refresh the display status. Note: the flow control function will actually be
opened in semi-duplex mode



Chapter 5 POE
5.1. POE

Displays the total power consumed by the POE port. Click on the navigation bar: the POE- ->

system

Web Smart Switch

1 2 3 4 5 6 7 8

9 10

SWITCH

System

POE

’—PSE System Settings

You can set the PSE port status here (only for devices that support POE power supply function)
and click on the navigation bar: POE- -> port

SWITCH . . Web Smart Switch

System

POE

—PSE Port Settings
System

Port

L Pertt Enable off

i Pem2 Enable off
i Port3 Enable Off
i Port 4 Enable off
1 Port 5 Enable Off
i Port 6 Enable Off
H Port 7 Enable Off
i Poms Enable Off

explain:

Ports can select multiple ports

The state can supply power normally in the open state.
Power supply on / off displays the current working status
Power display port output power

The voltage displays the PSE port supply voltage

Current shows the PSE port supply current



Chapter 6 Configuration

6.1. VLAN
6.1.1. Port VLAN
VLAN (Virtual Local Area Network, virtual LAN) is a communication technology that logically

divides a physical LAN into multiple broadcast fields. By defining the extended fields on the
LAN data frame, this technology divides the physical network logically, so as to limit the
forwarding range of the LAN data frame and narrow the broadcast domain. VLAN technology is
mainly used in network equipment such as switches, routers and switches.

Click on the navigation bar: Configure- -> Port VLAN

SWITCH . . Web Smart Switch

System

POE

Configuration = | Port VLAN O ON ® OFF | Apply
Note: 802.1Q VLAN becomes unavailable when port VLAN 1s enabled.

VLAN
Port VLAN
802.1Q VLAN

802.1Q PVID

Loop
IGMP Snooping

SNMP

Trunk Group Setting

Port-hased Mirroring
Port Isolation

Bandwidth Control

Jumbo Frame

The VLAN is distinguished by the VLAN ID, and all the Untagged packets reaching the port are
labeled with the Tag of the port PVID.

explain:

Need to set the VLAN ID before setting the port VID

The static VLAN set VLAN ID, range 1-4094.

If the Untagged port is Untagged port, the output data frame without tag information. If the
Tagged port is the Tagged port, the output data frame with tag information.

When no member port is selected, that port is not a member port of the VLAN.

Note: Before deleting the VLAN, set the VID of the VLAN to be 1 before deleting the VLAN.

10



6.1.2. 802.1Q VLAN
Click on the navigation bar: Configure- -> 502.1Q VLAN

SWITCH ‘ Web Smart Switch

System 9 10

POE

~802.1Q VLAN
Configuration

VLAN

Port VLAN

802.1Q VLAN

$02.1Q PVID

IGMP Snooping

il 1 DefawltVIAN 110 | - | 110

Trunk Group Setting [ Delete || selectAll |

Port-based Mirroring

Port Isolation
Bandwidth Control

Jumbo Frame

6.1.3. 802.1Q VID
Click on the navigation bar: Configure- -> 802.1Q VID

SWITCH . . . Web Smart Switch

System 9 10

POE

(~802.1Q VLAN Port Setting
Configuration PORT VID Allowed Frame Type
VLAN

Port VLAN

802.1Q VLAN
802.1Q FVID
QOs
o Allowed Frame Type
3 Port 1 1 ALL
IGMP Snooping Port 2 1 ALL
Pont 3 1 ALL
SNMP Port 4 1 ALL
- ottt Port 5 1 ALL
Trunk Group Setting — - =
Port-based Mirroring Port 7 1 ALL
Port 8 1 ALL
Port Isolation Port § 1 ALL
Port 10 1 ALL

Bandwidih Control

Jumbo Frame

6.1.4. Examples

Click on the navigation bar: Configure- -> 502.1Q VLAN

Set switches 1,2,3, and port set bit VLAN10,4,5, and 6, Port 8 add VLAN10 and VLANZ20 as upper
ports, respectively. Also the VLAN1 contains all of the ports. So that the VLAN10, VLAN20 port
packets can be forwarded to port 8. As shown in the figure below

11



SWITCH

System

POE

Configuration
VLAN
Port VLAN
802.1Q VLAN
$02.1Q PVID
QoS
Loop
TGMP Snooping
SNMP
Trunk Group Setting
Port based Mirroring
Port Tsolati
Bandwidth Control

Jumbao Frame

Web Smart Switch

S 10

—802.1Q VLAN

1 | 23|45
Untagged ololololo
Tagged All |O|O|O|0|O
on-member IR CICICICIE)
o[7]s]5 1
O|C o
ololo
®@®

| Add / Modify |

VLAN  VLAN Name Member port Tagged port Untay
Default VLAN  1-10
138

gzed port. Delete
1-10

- 13,8
| 468 | - | ass | D

Delete Select All

BB~

After setting the VLAN table, you also need to set the port VID. Click on the navigation bar:
Configure- -> 502.1Q VID

Set port VID of ports 1,2,3, to 10, port 4,5,6,7, to 20, and VID of port 8 to default 1. This way, the
8-port data can be forwarded to all the ports. The results are shown in the following figures

SWITCH

System
POE
Configuration
VLAN
Port VLAN
$02.1Q VLAN
502.1Q PVID
Qos
Loop
IGMP Snooping

SNMP

Trunk Group Setting

Port based Mirroring
Port Tsolation
Bandwidth Control

Jumbao Frame

6.2. QoS

(~802.1Q VLAN Port Setting

Web Smart Switch

9 10

PORT VID Allowed Frame Type

PORT PVID Allowed Frame Type
Port 1 10 ALL
Port 2 10 ALL
Port 3 10 ALL
Port 4 20 ALL
Port 5 20 ALL
Pons | 20 ALL
Port 7 1 ALL
Pons 1 ALL
Pons | 1 ALL
Port 10 1 ALL

The QoS (Quality of Service) function is used to optimize the network performance and provide
a better network service experience. The switch is based on the port, 802.1P, and DSCP priority

mode.

6.2.4. Port to queue
These packages are mapped to 8 different queues based on the entry ports.
Click on the navigation bar: Configure- -> QOS- -> Port to the queue

12



SW|TCH P . c A Web Smart Switch

System 9 10

POE

—Port to Queune
Configuration

VLAN

IGMP Snooping

Trunk Group Setting

Port based Mirroring

Port Isolation

Bandwidth Control

Jumbo Frame

MAC Constraint

6.2.5. Queue weight
Set the queue weights so that different queues get different scheduling priorities. Click on the
navigation bar: Configure- -> QOS- -> Queue Weight

SWITCH o Web Smart Switch

System 9 10

POE

—Queue weight
Configuration

VLAN

Strict prionits »

Apply |

I1GMP Snooping Queune Weight
Strict priority

SNMP -
Strict priority

Strict priority

Trunk Group Setting

Strict priority

Port-based Mirroring Strict priority

Port Isolation

w wo|w|afw|w|=

Bandwidth Control

Jumbo Frame

MAC Constraint

6.3. IGMP intercept

IGMP (Internet Group Management Protocol Snooping) is a multicast constraint mechanism
running on second Il devices used to manage and control multicast groups. Add the switch port
to the group by configuring the multicast VLAN

Broadcast VLAN makes users in different VLAN share one multicast VLAN receive multicast data,
and the multicast stream is only transmitted within one multicast VLAN, thus saving bandwidth.
And because of the multicast VLAN with the users. The VLAN is completely isolated, with both
security and bandwidth guaranteed.

Click on the navigation bar: Configure- -> IGMP Listen

13



S W ITc H ; . . . Web Smart Switch

System 9 10

POE

—IGMP Enable Setting
S T

VLAN [ Apply |

—Dump IGMP entry

1P Address Ports Vid

IGMP Snooping

SNMP

Trunk Group Setting
irroring

Port Isolation

Bandwidth Control

Jumbo Frame

MAC Constraint

EEE

explain:
IGMP, enabling settings to select to enable or disable IGMP listening.
IP address View the multicast IP address

Port View the list of multicast group ports

VID view the multicast group corresponding to VLAN ID

6.3.1. Examples
Check, and then click the app to open the IGMP listening function

SW I Tc H . . Web Smart Switch

System 9 10

POE
—IGMP Enable Setting

VLAN [ apply |

Port 3 [Port 4 Port 5 Part 6 Port 7 Port & Port §[Port 10
static g/o|jo|jgjojfojo|d

IGMP Snooping

Add / Modit

Trunk Group Setting —Dump IGMP entry

Port-based Mirroring IP Address Ports Vid

Port Isolation

Bandwidth Control

Jumbo Frame

MAC Constraint

EEE

Security

explain:

IP address
multicast IP
Port multicast
port

VID VLAN ID

14



6.14.SNMP

SNMP is the standard network management protocol widely used in TCP / IP networks. This
protocol can support the network management system to monitor for any devices connected
to the network to attract management attention. The basic components of SNMP include
network management system NMS (Network Management System), agent process (Agent),
managed object (Managed Object) and management information database MIB (Management
Information Base)

Click on the navigation bar: Configure- -> SNMP

SWITCH T . Web Smart Switch

System 9 10

SNMP Setting

IGMP Snooping
SNMP

Trunk Group Setting
Port based Mirroring
Port Isalation
Bandwidth Control
Jumbo Frame

MAC Constraint

EEE

Security

6.14.1. Examples
1. Turn on the SNMP function

SNMP function M

Trap IP Address -0.0. |

Read Community i |

Write Community |

15



2. Turn off the SNMP service of the 162 port

SNMP Bk AOMIE(ABLE S X

WA BR  HE KR

BBEH
BRER SNMP
p— BTN MRS (SNMP) (RIBIF
ERAMEIMBIHGMBICRBII W LR
CANIMD STHERE  ANER G EREINONE WS- M
BTHAT A
CAWi 2!
RRNREE): Fin
BHERS: EfFLt
BHE) ikm HEE) HER)
MNSMETNIRISES, (ROTIREATEMAENE.
ERHEBM):
W e

Address: 192.168.2.1 v| Advanced.. |(OID: 136121140
& Advanced Properties of SNMP Agent X

Address 192.168.2.1
Port 161
Read Community public
Write Community private

SNMP Version ‘2 v

Cancel

Close the management host SNMP service and the MID Browser settings

3. Open the IReasoning MIB Browser software setting as shown in the right figure above.
4. Click Get Next-> GO in MIB Browser to show the results shown in the following below

& iReasoning MIB Browser - O X

File Edit Operations Tools Bookmarks Help

Address: |192.168.2.1 | Advanced.. |OID:|1.36.1.2.1.160 | Operations: GetNext ~| @Go

MP Result Table | Trap Receiver

& MB Tree Name/OID Value Type IP:Port o

@~ Iso.org.dod.internet.mgmt.mib-2 sysObjectiD.0 |.1.3.6.1.4.1.27282 oD 192.168.2.1:.. ¥
org No Such Instance Nosuchinsta...|192.168.2.1: ..
sysDescr.0 Realtek-Switch OctetString 192.168.2.1:... D
sysObjectiD.0 |.1.3.6.1.4.1.27282 oD 192.1682.1... | &
sysUpTime.0 |29 minutes 50 seconds (179000) |TimeTicks  |192.168.2.1:... | g
'sysContact.0 Octetstring _[192.1682.1:...| .o
tsysName.O RTL Smart Switch Console OctetString 192.168.2.1:..

sysLocation.0

Name [~
oD
MIB

OctetString

192.16

8.2.1

isn ara dad internet mamt mih-2 sustem svsl acatinn N

16



5. After MIB Browser Operations selection of set-> GO, the Get results are shown as follows.

6. Set the IP address of the management PC to the Trap IP address of the switch configuration,
and receive the switch port status change information in the MIB Browser Tools selection Trap

Fie Edt Operabans Tools Baokmarks Help

\Boress: 192168210 Asvanced O 1361211850 ~ | Operations: Set ~ ##Ga
NP MBS == Result Table | Trap Receiver
F [ Hamercio e | 1 [wron |
mib-2 No Such instance NoSuchin [192 168
Intertaces sysDescr 0 Reatek- Switch Octetstring|192 168 .. t
0 #Tavle SysObEctiD 0 13614127282 lain Jrsz1se | |
= & MEnkry sysUpTime 0 2 minutes 17 seconds (13700) [TimeTicss 192168 |4
8, inoex sysContact0 1 lOctetstrng|192 188 | §
W ieser &SNP SET x L [Octetsitring|192.168... ¢
W rType fitch Console Qctetstring|192 168
- oD (136121150 lactetstring|192. 166 .
& tSpeed Uata 1ype | Dotetsmng ~
W iFhysAcdress
(2 itadminstatus Value RTE_Switcr{
W fOperstatus
W MLastChange
W intictsts
W ifnucastPhts
W IMANUCESPKES
A ifnDiscards
W iMnErTors
A MnUnknown®rotos
@ ifoutoctets
W OUUCasEPHS e
W FOUtNUCastPis
 Reasoning MB Browser - 0 X
Fle Et Operatons Tous Bookmanis Hep
daress: 192.168.2.10 ~| movanced.. |OID: 136121150 «| Operatons B |« ##Go
w—f Result Table Trap Recewer
B e Nameio0 vaue [1ee [pron [
mt-2 Mo Such nstance osumn. 152168, |
Ftartoces sysDescr 0 Reatek Swicn OctetSiring 182,188
= [ MTable sysObjectD 0 1361412182 o s |0
= o MEnty sysUpTime 0 2 miutes 17 seconds (13700) [imeTicks 192168, |
&, findex sysContact D Octetstring 192 158, | o
4 MDescr sysContact 0 [P OctetString 192,168, &
Qifmype syshame.0 RTL Smart Swtch Cansale OctetSting 122 168
il syshame.0 RTK OctetSiing 192,166,
Qrspeed syshiame 0 RTK_SW OctatString 192 158
ol iy a0 e oewmn ]
(2 tAdmnStatus
W tOperStatus
@ MLastChange
W ifinOctets
W fnUcastPits
W ifinhUcastPids
W fnDiszards
W fnErrors.
W ifnUnknawnProtos
W touOctets

SNMP Trap Set

Receiver
MESUIL 1 auie irap meceiver « I
Operations Tools
CO®a =
Description Time Severity

linkUp

Source

192.168 2

2022-06-29 11:19:53

Trap Receiver

17

linkDown 192.168.2.1

linkUp 192.168.2.1 2022-06-29 11:19:38

linkDown 192.168.2.1 2022-06-29 11:19:31 \
linkUp 192.168.2.1 2022-06-29 11:19:27 ‘
linkDown 192.168.2.1 2022-06-29 11:19:17 1
~—

Source: 192.168.2.1 Timestamp: 21 minutes 19 seconds SNMP Version: 1
Enterprise: 1.3.6.14.1.27282 Community: pnivate
Specific: 0 Generic: hnkUp

Variable Bindings:

Name: 1fIndex 6

Value: [Integer] 6

Description: linkUp



6.4. Link aggregation

Link convergence is a way to bundle a set of physical interfaces together as a logical interface
to increase bandwidth and reliability. The port configuration is convergence. With the following
requirements, it can be achieved by configuration link aggregation: when the reliability of the
connection between two switch devices through one link does not meet the requirements.
Click on the navigation bar: Configure- -> trunk group setting

SWITC H Web Smart Switch

1 2 3 4 5 6 7 8
L 10

System

POE

—Trunk Setting
Configuration

IGMP Snooping

Trunk ID Port ID Seleet

Delete || Selectall |

Port Isolation

Bandwidth Control

Jumbo Frame

SW'TC H Web Smart Switch

1 2 2 4 5 6 7 8
9 10

System

POE

—Trunk Setting
Configuration

IGMP Snooping

Trunk 1 14
Trunk 2 58

Delete || Selectall |

m){m}

Port Isolation

Bandwidth Control

Jumbo Frame

Explain:

Group ID converges on the group ID.

The ports belong to the physical port of the aggregation group

Member ports that belong to the same cluster group must have a consistent configuration.
Note: trunk 1 supports 1~4 ports, trunk 2 supports 5~8 ports, and trunk3 (10 port switch)
supports 9~10 ports

18



6.5. Ring road agreement
6.5.1 loop detection
Loop is the topological structure of the ring formed by the network of the switch. The loop will

cause the Intranet broadcast storm, which will consume a large amount of CPU and line
bandwidth of the switch, and can even cause equipment crash and network paralysis in serious
cases.

Click the navigation bar: Configure-> Loop protocol- -> Loop protection

Web Smart Switch

1 2 2 4 5 6 7 8

System 9 10

SWITCH

POE

Loopback detection
Configuration

VLAN Disable
Apply [STPRSTP

Qos Loop detection

Loop
Loop Prevention
STP global

STP port

IGMP Snooping

SNMP

Trunk Group Setting
Port-based Mirroring
Port Isolation
Bandwidth Control

Jumbo Frame

Detection status is default off, select STP / RSTP and normal loop detection

......................................

Disable
Disable
STP/RSTP
Loop detection

Loopback detection

Default closed
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6.5.2 STP overall situation

The STP function can be turned on in the loop detection

SW'TC H Web Smart Switch

1 2 2 4 5 6 7 8

System 9 10

POE

Loopback detection
Configuration

Apply

Loop Prevention
STP global
STP port
IGMP Snooping
SNMP
Trunk Group Setting
Port-based Mirroring
Port Isolation

Bandwidth Control

Jumbo Frame

6.5.3 STP port
The spanning tree state is open

SWITC H - - . - ‘ Web Smart Switch

System

POE

—Spanning Tree Setting

Configuration

Loop Prevention
STP global
STP port

IGMP Snooping

SNMP

Trunk Group Setting

Port-based Mirroring

Port Isolation

Bandwidth Control

Jumbo Frame

6.6. Spanning tree

In an Ethernet switching network, redundant links are usually used to conduct link backup and
improve network reliability. However, using redundant links will generate loops on the
switching network, causing faults such as broadcast storm and unstable MAC address table,
resulting in poor user communication quality and even communication interruption. To solve
the loop problem in switching network, the generative tree protocol STP (Spanning Tree
Protocol) is proposed.

Like the development process of many protocols, the spanning tree protocol is constantly
updated with the development of the network, from the STP defined in the original | EEE
802.1D to the rapid spanning tree protocol RSTP (Rapid Spanning Tree Protocol) defined in IEEE
802.1W, to the multi-spanning tree protocol MSTP defined in the latest IEEE 802.1S.

Click on the navigation bar: Configure- -> Loop protocol- -> STP Global
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SWITCH

System
POE

Configuration

Loop Prevention
STP global
STP port
IGMP Snooping
SNMP

Trunk Group Setting

Port-based Mirroring

Port Isolation

Bandwidth Control

Jumbo Frame

SWITCH

System
POE

Configuration

Loop Prevention
STP global
STP port
IGMP Snooping
SNMP
Trunk Group Setting
Port-based Mirroring
Port Isolation
Bandwidth Control

Jumbo Frame

Root bridge: first compare the priority of the switch, the switch with a small priority as the root
bridge switch; if the priority is the same, select the small MAC address as the root bridge

switch.

Root port: elect a root port on each non-root bridge switch, first compare the overhead value
of the link where the switch port reaches the root bridge (the smaller, the better); if the
overhead value is the same, compare the bridge ID (priority-> MAC address); if two links exist,

Web Smart Switch

9 10

—Spanning Tree Setting

(1~10 Sec)
(4-30 Sec)

T400:E0:4€:00:00:00
Root Path Cost 0
Root Port None
Root Maximum Age PLET
Root Hello Time  [Fog

Root Forward Delay [EE]

[ apply

Web Smart Switch

—Spanning Tree Port Setting

Path Cost Priority
“Port 1 -
‘Port 2
‘Port 3 0 1~ .
i : ] [128 v | Auto v || False v
iPort 4 0=Auto
iPort 5
iPort 6 -

ath Cost PP
Priarity

Edge

Actual Config Actual Config Actual

Port 1 Forwasding Designated Auto 200000 128 Aute | TRUE | Fal Tru

Port 2 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | Fal:

Port 3 Blocking Disabled Auvto 200000000 128 Auto | TRUE | False | False
Port 4 Blocking Disabled Auto 200000000 128 Aute | TRUE | False | False
Port 5 Blocking Disabled Auto 200000000 128 Aute | TRUE | False | False
Port 6 | Blocking Disabled [ Aua 200000000 128 ‘Auto | TRUE | False | Fabe
Port 7 [ Blocking Disabled | Awe 200000000 128 Auto | TRUE | False | False
Port 8 Blocking Disabled Auto 200000000 128 Aute | TRUE | False | False
Pont 9 Blocking Disabled Auto 200000000 128 Aute | TRUE | False | False
Port 10 Blocking Disabled Auto 200000000 125 Auto | TRUE False | False

select the port where the uplink switch port number is small to become the root port.

Designated port: Select a specified port on each link (the interface of the root bridge is the
specified port). Comparing the root port of the switch on the link to the root port reaches the
root port, the smaller side becomes the root port, and the smaller port becomes the specified

port.

Blocking port: After passing the above election, the port on the link is not elected as a blocked

port
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6.6.1. Examples
1. Click the navigation bar: Configure- -> loop protocol- -> loop detection, and open the
generating tree function

SW|TCH . Web Smart Switch

9

System 10

POE

Loopback d

Configuration

s T

Apply

Loop Prevention
STP global
STP part
IGMP Snooping
SNMP
Trunk Group Setting
Port based Mirroring
Port Isolation
Bandwidth Control

Jumbo Frame

2. Click the navigation bar: Configure- -> Loop protocol- - -> STP Global Set switch priority.

__________________________________________________

Spanning Tree Status SiELIES]

Force Version | RSTP v |
Priority |32768 v |
Maximum Age 20 ﬁ6~40 Sec)
Hello Time 2 (1~10 Sec)
Forward Delay 15 ﬁ4~30 Sec)

Root Priority 32768 ;
T S Y L LR 00-E0-4C-00:00:00

Root Path Cost

Root Port None
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3. Click the navigation bar: Configure- -> Loop Protocol- -> STP port Set path overhead.

Path Cost

Priority

PP

Edge

Config Actual Config Actual Config Actual
Port 1 Forwarding Designated Auto 200000 128 Aute | TRUE | False | True |
Port 2 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 3 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 4 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 5 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 6 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 7 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 8 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 9 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False
Port 10 Blocking Disabled Auto 200000000 128 Auto | TRUE | False | False i

6.7. Port mirror

Port mirroring is a copy of the packet of the specified port of the switch to the destination port;
the copied port is called the source port and the replicated port is called the destination port.
The target port will be connected to the data detection device, and the user will analyze the
messages received by the target port for network monitoring and troubleshooting

Click on the navigation bar: Configure- -> Port based mirroring

System
POE

Configuration

TGMP Snooping
SNMP

Trunk Group Setting

Port based Mirroring

Port Isolation
Bandwidth Control
Jumbo Frame
MAC Constraint

EEE

explain:

SWITCH

Web Smart Switch

9 10

Port Mirroring Setting

Mirror Direction

| | Disable vl

Port 1 ~

Mirroring Port Mirrored Port List

Mirror Direction
Disabled

Mirroring Port

Mirrored Port List

Data flow direction of the mirror port (in, out, both)

6.7.1. Example

Port 1 connects the device with IP address 192.168.137.10, port 5 to 192.168.137.251 devices,
port 8 to the management host, set port 8 to the monitored port and port 1 to the monitored
port. Use the Wireshark scratch package in the managed host. It can be found to grasp the
ping package in Wireshark as shown in Fig
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— IR E

VI CCTTT T T T
HE= T S0 RN S [= KN
| |
-V PR L
H Both 8 1
| s |
No. Time Source Destination VLAN tag DSCP Protocol Length Info
55.. 381.3611.. 192.168.137.10 192.168.137.251 (S0 ICMP 74 Echo (ping) reply id=0x0
55.. 381.3611.. 192.168.137.10 192.168.137.251 S0 ICMP 74 Echo (ping) reply id=0x0
55.. 381.3648.. 192.168.137.10 192.168.137.251 CSe ICMP 74 Echo (ping) reply id=0x0
55.. 381.3648.. 192.168.137.10 192.168.137.251 CSe ICMP 74 Echo (ping) reply id=0x0

55.. 382.0126.. 192.168.137.251 192.168.137.10 CSe 1CMP 74 Echo (ping) request 1id=0x@

55 2127.. 19 37.25 10 direct ir
55.. 382.0127.. 192.168.137.251 192.168.137.10 CSe ICMP 74 Echo (ping) request id=0xe
55.. 382.0128.. 192.168.137.251 192.168.137.10 CSe ICMP 74 Echo (ping) request id=0x@
55.. 382.0128.. 192.168.137.251 192.168.137.10 CS@ ICMP 74 Echo (ping) request id=0x@
55.. 382.0130.. 192.168.137.251 192.168.137.10 CSe ICMP 74 Echo (ping) request id=0x@
55.. 382.0130.. 192.168.137.251 192.168.137.10 CSe ICMP 74 Echo (ping) request id=0x@

6.8. Port isolation

Click on the navigation bar: Configure- -> Port isolation

SW|TCH Web Smart Switch

1 2 3 4 = 6 7 8
9 10

System

1203 - -
—Port Isolation Setting

{Port 1 - Port 1 -
VLAN Port 2 Port 2

Port 3 Port 3
Qos Port 4 Port 4

|port 5 Port 5
Loop {Port 6 hd Port 6 =
IGMP Suooping rel
SNMP

. . Port Forwarding port
Trunk Group Setting ot 1 r
Port hased Mirroring | b=z 30
H Port 3 1-10

Port Isolation | Port4 1-10

Port 5 | 1-10
Bandwidth Control Ports 0
T Port 7 1-10

Port § 1-10
MAC Constraint T Rams | 1-10

i Ponio 1-10

EEE )
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Explain:

Port source port

Port isolation Reforwarding ports

Configure forwarding ports for the source port, which receives packets that cannot be
forwarded to ports not in the forwarding port.

6.9. bandwidth control
Configuring port bandwidth is limiting the rate at which the physical interface receives data
outward or inward.
Before the flow is sent from the interface, configure the speed limit in the outgoing direction of
the interface to control all the outgoing message flow. Before the traffic is received from the
interface, the speed limit is configured in the incoming direction of the interface to control all
the incoming packet traffic.

Click on the navigation bar: Configure- -> Bandwidth control

SW'TCH . . . . Web Smart Switch

9 10

System

POE

—Egress Bandwidth
Configuration

STATUS RATE(Kbit/sec)

1GMP Snooping
SNMP

Trunk Group Setting
Port based Mirroring

Port Isolation

C Port 5 Unlimited
Bandwidth Control pon s e
e Port 7 Unlimited
Port § Unlimited
MAC Constraint  pants Unlimited

Port 10 Unlimited
EEE - -

Security

6.9.1. Example
Limit the port 1 entrance and exit rate to 8000kbps, setting the figure

Amalek S
System
POE
—Egress Bandwidth
Configuration STATUS RATE(Kbit/sec)
Unlimited (16-1000000, multiple of 1 s)j
IGMP Snooping Apply
SNMP
Trunk Group Sefting
Port 1 8000
Port-based Mirroring Port 2 Unlimited
Port 3 Unlimited
Port Isolation Port 4 Unlimited
Port 5 Unlimited
Bandwidth Control .
Port § Unlimited
P — Post 7 Unlimited
Port § Unlimited
MAC Constraint Port & Unlimited
Port 10 Unlimited
EEE
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Download the file on the port 1 connection PC, open the Task Manager and click on Ethernet to
display the receiving rate

6.10.Jumbo frame

Configure the maximum message length that the system can forward
Click on the navigation bar: Configure- ->Jumbo frame

SWITCH Web Smart Switch

1 2 3 4 5 6 7 8

System 9 10

POE

—Jumbo frame

Configuration
Jumbo frame(Bytes) 9216 i

[ apply

IGMP Snooping
SNMP

Trunk Group Setting
Part-based Mirroring
Part Isolation
Bandwidth Control
Jumbo Frame

MAC Constraint

6.10.1. Example
. After opening the giant frame, set the PC network card to open the giant frame, set the ping
packet data 8000, no subcontract. Command ping-f 192.168.2.210-1 8000-t to catch giant

frames at a PC with IP 192.168.2.210.

P =8000 4|8 ;1 B
=14ms TTL=64

14.. 171.5954.. 192.168.2.210 192.168.2.100 CSe ICMP 642 Echo (ping) reply id=0xee
14.. 172.6010.. 192.168.2.100 192.168.2.210 CSe ICMP 8042 Echo (ping) request id=0xee

6.11.MAC constraint

The system supports the port Mac learning restriction function. Systematically learns the source
MAC in the user message, when the learned MAC reaches the limit threshold. If the source
MAC of the user message already exists in the MAC table, the user message will continue to
forward; if the source MAC of the message does not exist in the MAC table, the system will
process the message according to the MAC restrictions. For example, if the action is discarded,
then the user message will be discarded at the entry port.
Click on the navigation bar: Configure- -> Mac constraint
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SWITCH . Web Smart Switch

System 9 10

POE
—MAC Limit Setting
Configuration STATUS
[Port 1
VLAN |Port 2
|Port 3 i
|1 0-8,192)
Port 4 Disable Unlimited (0-8, )_
|Port 5
|Port 6 -
IGMP Snooping Apply
SNMP
AT T Port 1 Unlimited |
Part-based Mirroring |G st
Port 3 Unlimited
Part Isolation Port 4 Unlimited
Port 5 Unlimited
Bandwidth Control =0 T T
imi
Jumbo Frame (et Unlimited
Port 8 Unlimited
MAC Constraint " pons Unlimited
Port 10 Unlimited
EEE
Security

6.12. EEE

Energy-saving Ethernet (EEE) supports operation in low-power idle mode. The system at both
ends of the link can disable some functions when the link utilization is low, thus saving power
consumption. It is recommended to close.

Click on the navigation bar: Configure- -> EEE

SWITCH .. Web Smart Switch

System 9 10

POE

EEE Setting

Configuration

Apply

IGMP Snooping
SNMP

Trunk Group Setting
Port based Mirroring
Port Isalation
Bandwidth Control
Jumbo Frame

MAC Constraint

EEE

Security

Chapter 7 Safety

7.1. MAC address
7.1.1. MAC search

Click on the navigation bar: Security- -> MAC Address- -> MAC search
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SWITCH Web Smart Switch
System
POE
—Static MAC Setting
Configuration Source MAC  Destination MAC
MAC Address VLAN ID
Filter
Security
MAC Address i P
00:00:00:00:00:00 LI [No v| No o |[Pert 2
(1-4093) Port 4
MAC Search Port 5
Port 6 -

Static MAC

Storm Control

Source MAC  Destination
Filter MAC Filter

Monitoring MAC Address VLAN ID

Tools

7.1.2. Static MAC
CClick on the navigation bar: Security- -> MAC Address- -> Static MAC

SWITCH .. Web Smart Switch

System

POE

—Static MAC Setting
Configuration

MAC Address
Security
>
MAC Address | P
00:00:00:00:00:00 L1 |No v|No | :
(1-4093) Port 4
MAC Search Port 5
Port 6 -

Static MAC

Storm Control

Source MAC ~ Destination
Filter MAC Filter

Monitoring MAC Address VLAN ID

Tools

7.2. Broadcast storm

Broadcast storm refers to the number of broadcast frames on the network due to the
continuous forwarding, which affects the normal network communication and seriously reduces
the network performance. Broadcast storms can take up considerable network bandwidth,
causing normal packets to fail. When the broadcast data fills the network and cannot process
and occupies a lot of network bandwidth, resulting in normal business can not operate, this
causes a broadcast storm, causing local or entire local network paralysis:

Click the navigation bar: security- -> storm control
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SWITCH . Web Smart Switch

System
POE -
—Storm Control Setting
Configuration STATUS RATE(16kbps)
Security
MAC Address [ Disable |
MAC Search -
Static MAC Apply
Storm Control
e T Disable :
Tools Port 2 Disable
Port 3 Disable
Port 4 Disable
Port 5 Disable
Port 6 Disable
Port 7 Disable
Port 8 Disable
Port 9 Disable
Port 10 Disable

Explain:

Storm type broadcast, multicast, unknown unicast, unknown multicast
Port selection port, multiple optional
The State turns on or off the Broadcast Storm suppression function

Speed setting of the port broadcast, multicast package, unknown unicast, unknown multicast
bandwidth.
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Chapter 8 Monitoring

8.1. Port statistics
Port statistics display the traffic information of each port, convenient to monitor traffic and
analyze network abnormalities. Click on the navigation bar: Monitor- -> Port Statistics

SW|TC H . Web Smart Switch

System

POE

r—port statistics

Configuration STATUS

Port 1 Enable Up 218
Port 2 Enable Down 0

2465

Security

Monitoring Port 3 Enable Down
Port 4 Enable Down

Port Statistics Port 5 Enable Down

Port 6 Enable Down
Tools

Port 7 Enable Dowsn

Port 8 Enable Down

Port 9 Enable Down

ror
o
0
0
0
0
0
0
0
0
0

olo|o|o|o|o|o|e
olo|lo|o|o|e|e|e

Port 10 Enable Down

Explain:

port

port number

state

The ports status is displayed to forwards packets normally
accepting state

The port has the current LINK status

Send the correct package number

Display the correct number of contract ports

Send error package number

Displays the number of port errors

Receive the correct package number

Displays the number of correct packets received by the port
Receive the number of error packages

Displays the number of port-received error packets
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Chapter 9 Tools

9.1. Firmware upgrade
You can upgrade the software of the switch here. Click on the navigation bar: Tool- ->

Firmware Upgrade

SWITCH

System

Web Smart Switch

1 2 3 4 ) 6 7 8
9 10

POE

Firmware upgrad
Configuration ’7

Security

ST | IR A A

Monitoring

Tools
Firmware Upgrade
Configuration Backup
Reset

Save

Reboot

Click the <Select File> button to load the latest firmware file. Click <Upgrade> again to start
upgrading, and click <OK> in the pop-up window.

Ethernet Switch

System
HTTP Firmware Upgrade

Reboot

Anotice :

(

Upgrade Successfully
Upgrade Successfully, Please refresh the web again.

During the firmware upgrade process, please do not power off the device, keep the power

supply stable, and do not refresh the page. Upgrading the firmware may lose the currently

unsaved configuration information, please save the configuration before you upgrade.

Click the navigation bar: tool- -> Restart to restart the switch

9.2. Configure backup

You can save the current configuration information here and recommend back up the current

configuration information before modifying the configuration and upgrading the software.

Click the navigation bar: Tools- -> Configure Backups
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SWITC H Web Smart Switch

System

POE

1 2 3 4 5 6 7 8
9 10
—Configuration Backup

Configuration

Security

—Configuration Restore
Monitoring

SR | AR A

Tools

Firmware Upgrade
Configuration Backup
Reset

Save

Reboot

Configure Backup: Click <Backup> to download the current configuration file locally through
the browser.

Configuration Recovery: Click <Select File> Select the configuration file and click Upgrade.
Then restart the switch into effect.

9.3. Reset

In addition to the hardware restore factory setting switch, you can also restore the default
settings on the Web. Click the navigation bar: tool- -> Reset

SWITC H Web Smart Switch

1 2 3 4 5 6 7 8
System m - 10
POE
Restore factory default
Configuration Factory reset and reboot the system.
—

Monitoring

Tools
Firmware Upgrade
Configuration Backup
Reset
Save

Reboot

Click the <Restore Default Settings> button to restore all settings defaults. The current configuration
information will be lost. It is recommended to back up the configuration before restoring the defaults.
The default management IP address is 192.168.1.200, and the account name and password are both

admin.
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9.4. Save configuration
Click on the navigation bar: Tool- -> Save

SWITC H Web Smart Switch

1 2 3 4 5 6 7 8
System m - 10
POE
Save configuration
Configuration Save configuration to flash.
—

Monitoring

Tools
Firmware Upgrade
Configuration Backup
Reset

Save

It is recommended that after modifying the settings, save the settings to FLASH. Otherwise the
settings for power off or restart modification will be lost.

9.5. Reboot

After clicking restart, the switch will restart. Before restart, it is recommended to save the
configuration to prevent the currently modified configuration from being lost. Click on the
navigation bar: tool- -> to restart

SW'TC H Web Smart Switch

System

1 2 3 4 5 6 7 8
9 10
POE

Reboot
Configuration |7 Reboot Switch

Security

Monitoring

Tools
Firmware Upgrade
Configuration Backup
Reset
Save

Reboot

Anotice :

Please do not turn off the power during the restart process to ensure the power stability during
the restart process and avoid forced power failure.
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